
Security is about managing risk through layers

On-network Off-network/Roaming

Email security

Endpoint antivirus

Firewall

Web filtering network layer security service

Training and policy



What are these layers?
• Webroot DNS web filtering

• Cisco AMP – Advanced Malware Detection

• Cisco IDS – Intrusion Detection System

• Webroot SecureAnywhere Endpoint protection

• Email Phishing attack awareness



Web Filtering

• The Internet is a dirty dangerous place
• How just browsing can cause problems
• How do we shape the Internet?



Webroot DNS security

• Uses specific DNS servers that filter bad sites
• Policies are created for your company
• Can be set up to safeguard guest wireless access
• Agent based on network computers
• Will prevent access to bad sites and alert user



Webroot Alert!



Cisco AMP service
• Uses the Firepower service installed on Cisco 

Firewalls
• Connects to Cisco Talos Threat Intelligence Group
• Scans traffic through firewall for malware
• Policies can be set to allow or deny specific traffic
• Immediate edge detection using Cisco devices you 

already have



Cisco IDS service
• Also uses Firepower to leverage your existing Cisco 

device 
• Scans traffic accessing your firewall for breach attempts
• Alerting can be set to warn us and you when your 

gateway is under attack
• Can shut down ports under attack until resources are 

hardened



Webroot SecureAnywhere

• Agent installed on servers and 
desktops

• Centrally managed by Us
• Full suite of protections at the 

desktop level
• Viruses and Malware
• Web filtering
• Firewall
• Scans and alerting



Email Phishing example

• Email appears to be from 
Microsoft

• Is directly addressed to user
• They are aware the user has an 

account with the service 
referenced

• Button leads to a site that is not a 
Microsoft site but looks exactly 
like one

• Button can be “Hovered” to see 
its web address

• If the site is not of the service 
company – don’t go there!



Blackmail Phishing

• Email appears to know 
details about you

• Describes illicit behavior by 
you

• Designed to scare you using 
technology terms that cause 
concern

• Attempts to leverage the 
seedier side of the internets 
overall metrics

• Threatens via blackmail that 
this information will be 
released unless a payment is 
made


