
What is Phishing?

• Phishing is when a scammer uses fraudulent 
emails or texts, or copycat websites to get you to 
share valuable personal information
– Account numbers
– Social Security numbers
– Account login IDs and passwords

• Scammers use your information to steal your 
money or your identity or both.

https://www.consumer.ftc.gov/articles/0003-phishing





Phishing is a Cyber Attack
• According to the National Cyber Security 

Alliance, 60% of small and midsized 
businesses that are hacked go out of business 
within six months.

• 62% out of 1,377 CEO respondents said that 
their firms don't have an up-to-date or active 
cybersecurity strategy--or any strategy at all.

https://www.inc.com/joe-galvin/60-percent-of-small-businesses-fold-within-6-months-of-a-cyber-attack-heres-how-to-protect-yourself.html



Cybercriminals Are Phishing for Sensitive Business Information 
With phishing attacks steadily on the rise, businesses have to be especially careful when clicking links or opening email messages from untrusted sources. The 
chart below shows the number of unique phishing websites detected monthly in the last two quarters of 2016. 



How to Avoid being Phished

• Users are the weakest link in the security chain.
• Train your users
– Education
– Testing



Phishing Avoidance Training



Phishing Avoidance Training



Phishing Avoidance Training



Phishing Avoidance Training



Phishing Avoidance Training



Phishing Avoidance Training



Password Security

• The average business employee must keep track of 191 passwords
• 81% of confirmed data breaches are due to passwords.
• The average 250-employee company has 47,750 passwords in use
• 61% of people use the same or a similar password everywhere, 

despite knowing that it's not a secure practice.
• The average employee types out credentials to authenticate to 

their websites and apps 154 times per month. They also share 
about four passwords with others.

https://www.securitymagazine.com/articles/88475-average-business-user-has-191-passwords



*Kaspersky IT Security Economics Report, 2017







Multi-Factor 
Authentication
Factors

• Something you know (password, PIN)
• Something you have (phone, RSA token, USB 

token)
• Something you are (fingerprint, facial 

recognition)
• Where you are (GPS, network address)
• Time (work schedule)



Multi-Factor Authentication – Why?

• Identity theft is the fastest-growing type of crime 
and is now more profitable than drug-related 
crimes.

• Weak or stolen user credentials are hackers' weapon 
of choice, used in 95 percent of all Web application 
attacks.

• Of all targeted attacks, 31 percent are aimed at 
businesses with fewer than 250 employees.

http://www.verizonenterprise.com/DBIR/2015/
http://www.symantec.com/security_response/publications/threatreport.jsp


Multi-Factor Authentication – How?
• SMS – not preferred, spoofable
• Call – also not preferred, spoofable
• Code Generator app – Duo,Google Authenticator, 

Authy, MS Authenticator
• Push app – Duo, MS Authenticator, Google Prompt, 

Authy
• Hardware – Most secure. USB/NFC – YubiKey, RSA



Multi-Factor Authentication – Where?

• Wherever possible!
– Social media (Twitter, Facebook, Instagram, LinkedIn)

– Tools (major email providers, Apple, Microsoft)

– Shopping (Amazon, Etsy, Venmo)

• Does a website support 2FA/MFA? -
https://twofactorauth.org/

https://twofactorauth.org/


Multi-Factor Authentication – MS Push



Multi-Factor Authentication – Duo Push


