Selecting an MSSP/MSP — QUESTIONS TO ASK

If you're looking to replace your current IT provider or simply strengthen and supplement your current IT

team, an MSSP/MSP can help with both.

As you talk to different vendors, here are key questions to ask a future - or your current! - IT partner:

Company Culture
> How many years have you been in business?
> How many employees are on your technical team?
> What's the process for your employees’ technical
training?
> How many managed clients do you have?
> What is your client retention rate?
> What is your company vision and mission?

Service Plans/Response

> What does your managed services plan include?

> Do you offer 24/7 help desk support?

> What is your normal response time for a help desk
ticket request?

> What is your actual response time to mitigate
critical network/client issues?

> Do you offer onsite support as part of your
agreement?

Security/Cybersecurity
> Is managed security and cybersecurity included in
all/most packages?
> Do you offer risk assessments to help with
compliance and governance requirements?
> Do you design or help write policies (WISP, remote
workforce, email/web usage)?

> Are any of your employee certified in the security
space (CISSP, compliance, etc)?

Differentiators

> What differentiates your business from other
MSPs?

> What is the average tenure of your employees?

> Do you offer a dedicated lead engineer for our
business?

> Do you offer a dedicated client success manager?

> Do you have a standard new employee/PC setup
blueprint in place?

> What is your client onboarding process like?

> How do you assess and document each client’s
environment for management purposes?

IT Strategy and Planning

>

>

>

How will you help our company with our IT
strategy, budget, and roadmap (vCIO guidance)?
What is the primary value you can bring to our
business?

Do you offer hardware as a service (HaaS)?

Business Continuity

>

>

>

>

Do you offer disaster recovery as a service
(DRaaS)?

What is your DRaaS process? How will it impact
our business?

What solutions do you offer that guarantee
Recovery Time and Point Objectives (RTO/RPO)
for our data?

How often do you test a client’s backups?

Microsoft

>

>

Are you a Microsoft partner and do you get
preferred support?

Are you an MS Azure expert? Do you have
experience migrating clients to the cloud?

Do you offer Microsoft training to help our users
be more efficient, productive, and aware of
cybersecurity threats?

Is your tech team certified with the necessary
competencies?

Do you have expertise in Microsoft 365
(SharePoint, Teams, OneDrive, security)?

Do you have expertise in VoIP, surveillance, or
wireless?
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